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DETAILED ACTION 



1 . This communication is responsive to Amendment filed 07/28/2005. 

2. Claims 1-22 are pending in this application. Claims 1 and 22 are independent claims. 
This Office Action is made final after a RCE filed 07/28/2005. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-2 and 7-21 are rejected under 35 U.S.C. 103(a) as being obvious over Edelkind 
et al (U.S. 5,987,483) in view of Nozuyama (U.S. 5,867,409). 

Re claim 1, Edelkind et al. disclose in Figure 4 a method of generating a random 
number, comprising: a) retrieving values from a number of random generators (200) 
w^hich are coupled to a number of microprocessor buses and a step of generating a 
random number v^hich is based on the values retrieved from the number of random 
generators (300). Edelkind et al. do not disclose the random number generator is a 
MISR. However, Nozuyama discloses in Figure 2 random number generator is a MISR. 
Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention is made to repliace a multiple random number generators with a 
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multiple MISRs as disclosed in Nozuyama's Figure 2 into Edelkind et al.'s Figure 4 
because it would enable to increase the randonmess and performance of the system 
random output. 

Re claim 2, Edelking et aL further disclose the number of MISRs is one (200 in 
Figure 4). 

Re claim 7, Edelking et al. further disclose one of the number of MISRs is 
coupled to a bus which runs wholly within an integrated circuit package (200 and 300 in 
Figure 4). 

Re claim 8, Edelking et al. further disclose retrieving values from the number of 
MISRs comprises: a)loading bits of a value stored in a first of the number of MISRs, in 
parallel, into a temporary register (input into 300); and b)retrieving the value stored in the 
temporary register (output of 300 and col. 5 lines 45-50). 

Re claim 9, Edelking et al. further do not disclose retrieving values from the 
number of MISRs comprises retrieving a value from a first of the number of MISRs by 
stepping the first of the number of MISRs to serially shift a plurality of bits out of the 
MISR. However, Nozuyama discloses in Figure 1 an output of MIRS is serially shifted 
out (output of XOR). Therefore, it would have been obvious to a person having ordinary 
skill in the art at the tune the invention is made to replace a mviltiple random number 
generators with a multiple LFSRs as disclosed in Nozuyama's Figure 1 into Edelkind et 
al.'s Figure 4 because it would enable to increase the randomness of the system random 
output. 
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Re claim 10, Edelking et al. further disclose generating a random number 
comprises hashing together the values retrieved from the number of MISRs (300). 

Re claim 11, Edelking et al. do not disclose generating a random number 
comprises XORing the values retrieved from the number of MISRs. However, 
Nozuyama discloses in Figures 1-2 that all the output data are exclusiveORed together to 
form a new output random data. Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention is made to add a XOR for 
XORing all the values retrieved as disclosed in Nozuyama' s Figures 1-2 into Edelkind et 
al.'s Figure 4 because it would enable to increase the randomness of the system random 
output. 

Re claim 12, Edelking et al. do not disclose a initializing each of the number of 
MISRs upon boot of a computer in which the MISRs reside. However, the examiner 
takes an official notice that these flip-flops only hold the data when the power is on so the 
flip-flops will reset upon power initialization. Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention is made to initialize the 
MISR upon the power reset because it would enable to start a new sequence of random 
number. 

Re claim 13, Edelking etal. further disclose values are retrieved from the number 
of MISRs via an operating system call (310 and col. 5 lines 47-50). 

Re claim 14, Edelking et al. further disclose operating system call is of a highest 
privilege level (col. 5 lines 49-52). 
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Re claim 15, Edelking et al. further disclose generating a random number is 
performed substantially inmiediately after the number of MISR readings are taken, the 
method further comprising storing (300) the random number in a temporary location for 
subsequent use (output of 300). 

Re claim 16 and 18, Edelking et al. do not disclose operating system call is issued 
in response to an application's request for a random number. However, the examiner 
takes an official notice that it is obvious operating system call is issued in response to an 
application's request for a random number as a request for encrypting a key for security 
reason upon the user request. Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention is made to generate a random number 
upon user's request because it would enable to save the computation and increase the 
reliability of the random numbers. 

Re claim 17, Edelking et al. do not disclose the retrieved values from a number of 
MISRs comprises a computer program's issuance of a request to read the number of 
MISRs. However, Nozugama discloses that the retrieved values from a number of 
MISRs comprises a computer program's issuance of a request to read the number of 
MISRs (col. 1 lines 35-40). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention is made to add a program's issuance as 
disclosed in Nozugama into Edelking et al.'s invention because it would enable to test the 
output of the random system prior outputting. 

Re claims 19-21, Edelking et al. do not disclose the test program. However, 
Nozugama discloses a testing the MISR (BIST) by: a) initializing the number of MISRs 
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to known values (reason as in claim 12); b) executing a test program on the 
microprocessor in which the nxxmber of MISRs reside (col. 1 lines 35-45) c) retrieving 
values from the number of MISRs; d) comparing the values retrieved from the number of 
MISRs with expected values; and e) indicating a failure of one of the number of MISRs if 
its retrieved value does not agree with its expected value (col. 1 lines 49-52). Therefore, 
it would have been obvious to a person having ordinary skill in the art at the time the 
invention is made to add a test program (BIST) as disclosed in Nozugama into Edelking 
et al.'s invention because it would enable to test the output of the random system prior 
outputting. 

5. Claims 3-6 are rejected under 35 U.S.C. 103(a) as being obvious over Edelkind et al. 

(U.S. 5,987,483) in view of Nozuyama (U.S. 5,867,409), as applied to claim 1 above, in further 

view of Thomlinson et al. (U.S. 5,778,069). 

Re claims 3-6, Edelking et al. in view of Nozuyama disclose that the input data to 
the MISR is a input data (IN0-IN7 in Figure 2), but do not disclose one of the number of 
MISRs is coupled to a data bus / address bus / instruction data / instruction address which 
transfers data between a data / address / instruction data / instruction address cache and a 
CPU core. However, Thomlinson et al. disclose in Figure 3 (col. 3 lines 15-30) that the 
input data can be anything from the static bits (52), machine bits (54), and application 
bits (56). Therefore, it would have been obvious application to a person having ordinary 
skill in the art at the time the invention is made to input a data, address, instruction data, 
or instruction address as the input data to one of number MISRs as disclosed in 
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Thomlinson et al.'s invention into Edelking et al. in view of Nozuyama's invention 
because it would increase the randomness for generating a random number from multiple 
random sources (col. 3 lines 30-35). 

6. Claim 22 is rejected under 35 U.S.C. 103(a) as being obvious over Nozuyama (U.S. 

5,867,409) in view of Edelkind et al. (U.S. 5,987,483). 

Re claim 22, Nozuyama discloses in Figures 3 and 7 a method of generating a 
random number comprising: assigning a built-in self-test (BIST) (col. 1 lines 35-40) local 
block of a microprocessor a major address (do-dn-i in Figure 3), assigning each of a * 
number of multiple input shift registers (MISRS) in the BIST local block a minor address 
(each individual data dx), issuing an instruction to turn on and initialize the MISRS, 
issuing a request to read the MISRS, in response to a request for an XoRing the MISR 
readings with each other (Figure 3), and with historical readings, if any, to generate. 
Nozuyama does not disclose the random number is used to generate the encryption key. 
However, Edelkind et al. disclose in column 1 lines 10-20 that the stable random number 
sequences is used in encryption key. Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention is made to use the random 
number in encryption key as disclosed in Edelkind et al.'s invention into Nozuyama's 
invention because it would enable to prevent detectable key. 
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Response to Arguments 

7. Applicant's arguments with respect to claims 1-22 have been considered but are moot in 
view of the new ground(s) of rejection filed 01/28/2005. 

Conclusion 

8. This is a continuation of applicant's earlier Application No. 10/686,33 1 . All claims are 
drawn to the same invention claimed in the earlier application and could have been finally 
rejected on the grounds and art of record in the next Office action if they had been entered in the 
earlier application. Accordingly, THIS ACTION IS MADE FINAL even though it is a first 
action in this case. See MPEP § 706.07(b). Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS fi-om the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated fi-om the mailing date of the advisory action. In no, however, 
event will the statutory period for reply expire later than SIX MONTHS from the mailing date of 
this final action. 



Application/Control Number: 10/686,331 



Page 9 



Art Unit: 2193 

Any inquiry concerning this communication or earlier commimications from the 
examiner should be directed to Chat C. Do whose telephone number is (571) 272-3721. The 
examiner can normally be reached on M => F from 7:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chaki Kakali can be reached on (571) 272-3719. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-2 1 7-9 1 97 (toil-free). 
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